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Estonian Internet Foundation’s IS communication specification through EPP
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1. 
FRED objects

Fred contains objects divided into 4 groups. The groups are contacts, domains, nssets and keysets. Keysets are not used by Estonian Internet. All these objects have identificators. Those identificators are used to refer from one object to another. For example domain will have relations to contact and nsset type of objects.

Every object requires a system wide unique identificator. Estonian internet forces those identificators to have a valid format. Contact type of objects require format CID:STRING:OID and nameserver objects require format NSSID:STRING:OID. STRING is current logged in registrar username and OID is unique identificator chosen by registrar.

Domain object unique identificator is domain name which must follow valid domain name syntax rules.

2. Domain related functions

Following table describes the domain object. The same object fields are used as input and output for domain related function in different combinations. The following list is not complete as some functions may return more data than other. Special exception is update function, that organizes its input in a different way than other functions.

	Field name
	Field description

	domain:name
	Domain name. Can contain only latin letters from ASCII character set, numbers and '-' character

	domain:period
	Registration period for domain. The only valid option is 1 year. This parameters also takes attribute named "unit". The value for "unit" can only be "y"

	domain:nsset
	Reference to a working nameserver set.

	domain:registrant
	Reference to domain registrator contact. Should be the owner of the domain.

	domain:admin
	Reference to administrative contact. Can not be a company.

	domain:authInfo
	Domain password for domain transfer.

	eis:legalDocument
	Legal document to describe free will of the domain owner. Content for the document are specified in Estonian Internet rules.


2.1. create

Create a new domain. Upon successful execution the domain will be created immediately but will not appear in zone file until a certain time has passed. Every other request to create a domain with the same name will fail.

	Field name
	

	domain:name
	required

	domain:period
	required

	domain:nsset
	required

	domain:registrant
	required

	domain:admin
	required, can be up to 10

	domain:authInfo
	optional

	eis:legalDocument
	required


2.1.1. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><create><domain:create xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testing.ee</domain:name>
<domain:period unit="y">1</domain:period>
<domain:nsset>name_server_set1</domain:nsset>
<domain:registrant>domain_registrator1</domain:registrant>
<domain:admin>administrative_contact1</domain:admin>
<domain:authInfo>password</domain:authInfo>
</domain:create>
</create>

<extension>

<eis:extdata xmlns:eis="urn:ee:eis:xml:epp:eis-1.0" xsi:schemaLocation="urn:ee:eis:xml:epp:eis-1.0 eis-1.0.xsd">

<eis:legalDocument type="ddoc">.... base64 encoded document ....</eis:legalDocument>

</eis:extdata >
</extension>
<clTRID>dpbx005#10-01-29at19:21:47</clTRID>
</command>
</epp>
2.1.2. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><domain:creData xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testing.ee</domain:name>

<domain:crDate>2010-02-15T19:50:00+02:00</domain:crDate>

<domain:exDate>2011-02-15</domain:exDate>

</domain:creData>

</resData>

<trID><clTRID>wjhl005#10-02-15at17:50:59</clTRID>

<svTRID>ccReg-0000000475</svTRID>

</trID>

</response>

</epp>

2.2. delete

After domain is deleted, it will go into a 60 day deletion process. It is possible to take the domain out of the deletion process by running an renew function by the domain owner.

	Field name
	

	domain:name
	required

	eis:legalDocument
	required


2.2.1. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><delete><domain:delete xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testing.ee</domain:name>

</domain:delete>

</delete>

<extension>

<eis:extdata xmlns:eis="urn:ee:eis:xml:epp:eis-1.0" xsi:schemaLocation="urn:ee:eis:xml:epp:eis-1.0 eis-1.0.xsd">

<eis:legalDocument type="ddoc">.... base64 encoded document ....</eis:legalDocument>

</eis:extdata>
</extension>
<clTRID>kmki002#10-02-15at18:15:58</clTRID>

</command>

</epp>

2.2.2. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<trID><clTRID>kmki002#10-02-15at18:15:58</clTRID>

<svTRID>ccReg-0000000489</svTRID>

</trID>

</response>

</epp>

2.3. info

Will return detailed information about the domain. The information will include domain password field. The field will be populated with a real value if the domain owner executed the function. Non-owner will see empty domain password field value.

	Field name
	

	domain:name
	required


2.3.1. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><info><domain:info xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testing.ee</domain:name>

</domain:info>

</info>

<clTRID>wjhl006#10-02-15at17:51:27</clTRID>

</command>

</epp>

2.3.2. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><domain:infData xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testing.ee</domain:name>

<domain:roid>D0000000052-EPP</domain:roid>

<domain:status s="ok">Objekt is without restrictions</domain:status>

<domain:registrant>MARGUSTEST2</domain:registrant>

<domain:admin>MARGUSTEST3</domain:admin>

<domain:nsset>RACKSPACE1</domain:nsset>

<domain:clID>margus</domain:clID>

<domain:crID>margus</domain:crID>

<domain:crDate>2010-02-15T19:50:00+02:00</domain:crDate>

<domain:exDate>2011-02-15</domain:exDate>

<domain:authInfo>b23G6IDH</domain:authInfo>

</domain:infData>

</resData>

<trID><clTRID>wjhl006#10-02-15at17:51:27</clTRID>

<svTRID>ccReg-0000000476</svTRID>

</trID>

</response>

</epp>

2.4. renew

Updates domain expiration period. Increases the period for another 1 year. Can not be invoked before 3 months of expiration.

2.4.1. Input fields

	Field name
	

	domain:name
	required

	domain:curExpDate
	required

	domain:period
	Required

	eis:legalDocument
	required


2.4.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><renew><domain:renew xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testing.ee</domain:name>

<domain:curExpDate>2011-02-15</domain:curExpDate>

</domain:renew>

</renew>

<extension>

<eis: extdata xmlns:eis="urn:ee:eis:xml:epp:eis-1.0" xsi:schemaLocation="urn:ee:eis:xml:epp:eis-1.0 eis-1.0.xsd">

<eis:legalDocument type="ddoc">.... base64 encoded document ....</eis:legalDocument>

</eis: extdata >
</extension>
<clTRID>wjhl008#10-02-15at17:52:18</clTRID>

</command>

</epp>

2.4.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><domain:renData xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testing.ee</domain:name>

<domain:exDate>2012-02-15</domain:exDate>

</domain:renData>

</resData>

<trID><clTRID>wjhl008#10-02-15at17:52:18</clTRID>

<svTRID>ccReg-0000000478</svTRID>

</trID>

</response>

</epp>

2.5. transfer

Used to transfer domain ownership from one registrar to another. Once a domain has been successfully transferred, registrar should also create their own nameserver and contact objects and make  domain update on this domain to ensure sole future update possibility.

2.5.1. Input fields

	Field name
	

	domain:name
	required

	domain:authInfo
	required

	eis:legalDocument
	required


2.5.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><transfer op="request"><domain:transfer xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>teinetest.ee</domain:name>

<domain:authInfo>r3aVYGOz</domain:authInfo>

</domain:transfer>

</transfer>

<extension>

<eis:extdata xmlns:eis="urn:ee:eis:xml:epp:eis-1.0" xsi:schemaLocation="urn:ee:eis:xml:epp:eis-1.0 eis-1.0.xsd">

<eis:legalDocument type="ddoc">.... base64 encoded document ....</eis:legalDocument>

</eis:extdata>
</extension>
<clTRID>pjay002#10-02-15at18:05:03</clTRID>

</command>

</epp>

2.5.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<trID><clTRID>pjay002#10-02-15at18:05:03</clTRID>

<svTRID>ccReg-0000000487</svTRID>

</trID>

</response>

</epp>

2.6. update

Used to update domain information.

2.6.1. Input fields

	Field name
	

	domain:name
	mandatory

	domain:add
	

	  domain:admin
	

	domain:rem
	

	  domain:admin
	

	  domain:tempcontact
	

	domain:chg
	

	  domain:nsset
	

	  domain:registrant
	

	  domain:authInfo
	

	eis:legalDocument
	


2.6.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><update><domain:update xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testimine.ee</domain:name>

<domain:add><domain:admin>margustest3</domain:admin>

</domain:add>

<domain:chg><domain:nsset>rackspace1</domain:nsset>

<domain:registrant>margustest3</domain:registrant>

<domain:authInfo>MyTestPassword</domain:authInfo>

</domain:chg>

</domain:update>

</update>

<extension>

<eis:extdata xmlns:eis="urn:ee:eis:xml:epp:eis-1.0" xsi:schemaLocation="urn:ee:eis:xml:epp:eis-1.0 eis-1.0.xsd">

<eis:legalDocument type="ddoc">.... base64 encoded document ....</eis:legalDocument>

</eis:extdata>
</extension>
<clTRID>qmhg010#10-02-15at18:22:25</clTRID>

</command>

</epp>

2.6.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<trID><clTRID>qmhg010#10-02-15at18:22:25</clTRID>

<svTRID>ccReg-0000000500</svTRID>

</trID>

</response>

</epp>

2.7. listDomains

Fred extension. Used to provide a list of domains for current logged in registrar. This function does not return the list but prepares the list on the server. The list is returned with function getResults

2.7.1. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><extension><fred:extcommand xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.4.xsd"><fred:listDomains/><fred:clTRID>anyp010#10-02-08at14:48:05</fred:clTRID>

</fred:extcommand>

</extension>

</epp>

2.7.2. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><fred:infoResponse xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.3.xsd"><fred:count>23</fred:count>

</fred:infoResponse>

</resData>

<trID><clTRID>anyp010#10-02-08at14:48:05</clTRID>

<svTRID>ccReg-0000000464</svTRID>

</trID>

</response>

</epp>

2.8. check

Check availability for a domain or a list of domains.

2.8.1. Input fields

	Field name
	

	domain:name
	required, can be more than one


2.8.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><check><domain:check xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>testing.ee</domain:name>

<domain:name>blabla.ee</domain:name>

</domain:check>

</check>

<clTRID>wjhl015#10-02-15at17:59:12</clTRID>

</command>

</epp>

2.8.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><domain:chkData xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:cd><domain:name avail="0">testing.ee</domain:name>

<domain:reason>already registered.</domain:reason>

</domain:cd>

<domain:cd><domain:name avail="1">blabla.ee</domain:name>

</domain:cd>

</domain:chkData>

</resData>

<trID><clTRID>wjhl015#10-02-15at17:59:12</clTRID>

<svTRID>ccReg-0000000485</svTRID>

</trID>

</response>

</epp>

3. Contact related functions

Contacts are another type of Fred objects. Contacts are used to keep contact related information about persons or companies. Contact objects are used by domains and nsset objects.

	Field name
	Field description

	contact:id
	Fred ID of the contact. Must be in format CID:STRING:OID where STRING is current logged in registrar username and OID is a unique identificator freely chosen by the registrar. A valid format would be „CID:TESTREGISTRAR:1“

	contact:postalInfo
	Postal information container

	  contact:name
	Name of the contact

	  contact:addr
	Address container

	    contact:street
	Street name

	    contact:city
	City name

	    contact:pc
	Postal code

	    contact:cc
	2 letter uppercase country code

	contact:email
	Email of the contact

	contact:voice
	Phone number in format \+ddd.d+

	contact:ident
	Identification number. 

	
	


3.1. check

Check availability for a contact id. You may provide multiple contact id names.
3.1.1. Input fields
	Field name
	

	contact:id
	required, can be more than one


3.1.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><check><contact:check xmlns:contact="http://www.nic.cz/xml/epp/contact-1.6" xsi:schemaLocation="http://www.nic.cz/xml/epp/contact-1.6 contact-1.6.xsd">
<contact:id>CID:TEST:1</contact:id>
</contact:check>
</check>
<clTRID>neka002#10-02-08at13:46:29</clTRID>
</command>
</epp>
3.1.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><contact:chkData xmlns:contact="http://www.nic.cz/xml/epp/contact-1.6" xsi:schemaLocation="http://www.nic.cz/xml/epp/contact-1.6 contact-1.6.xsd"><contact:cd><contact:id avail="1">CID:TEST:1</contact:id>

</contact:cd>

<contact:cd><contact:id avail="0">CID:TEST:2</contact:id>

<contact:reason>already registered.</contact:reason>

</contact:cd>

<contact:cd><contact:id avail="1">CID:TEST:3</contact:id>

</contact:cd>

</contact:chkData>

</resData>

<trID><clTRID>neka003#10-02-08at13:47:58</clTRID>

<svTRID>ccReg-0000000435</svTRID>

</trID>

</response>

</epp>

3.2. create

Create a new contact object. The contact object will be available immediately.
 According to the domain regulation sub-point 2.14 administrative contact has to always be an Estonian citizen (or an EU citizen who officially resides in Estonia thus who can also receive an Estonian national identification number). Thus administrative contact has to always have an Estonian national identification number defined in his profile with “op” as ident type. Estonian national identification numbers are 11 characters long with the first number being between 1-6(typically 3 or 4) (example code 38105071234).
Using contact:org field on an contact object is only allowed if a contact object is a company – furthermore if a org field has been inserted on an contact object, it is always considered to be a company. Thus for example for administrative contacts who always have to be persons, no org field can ever be inserted. Also “ico” should be used as ident type for companies.
3.2.1. Input fields
	Field name
	

	contact:id
	Required

	contact:name
	Required

	contact:addr
	Required

	contact:city
	Required

	contact:pc
	Required

	contact:cc
	Required

	contact:voice
	Required

	contact:email
	Required

	contact:ident
	Required


3.2.2. Example request
<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><create><contact:create xmlns:contact="http://www.nic.cz/xml/epp/contact-1.6" xsi:schemaLocation="http://www.nic.cz/xml/epp/contact-1.6 contact-1.6.xsd">
<contact:id>CID:TEST:10</contact:id>
<contact:postalInfo>
<contact:name>Test</contact:name>
<contact:addr><contact:street>Test Street 11-2</contact:street>
<contact:city>Test City</contact:city>
<contact:pc>123456</contact:pc>
<contact:cc>EE</contact:cc>
</contact:addr>
</contact:postalInfo>
<contact:voice>+372.5555555</contact:voice>
<contact:email>test@test.com</contact:email>
<contact:ident type="op">37812124567</contact:ident>
</contact:create>
</create>
<clTRID>neka005#10-02-08at13:51:37</clTRID>
</command>
</epp>
3.2.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><contact:creData xmlns:contact="http://www.nic.cz/xml/epp/contact-1.6" xsi:schemaLocation="http://www.nic.cz/xml/epp/contact-1.6 contact-1.6.xsd"><contact:id>CID:TEST:10</contact:id>

<contact:crDate>2010-02-08T15:50:55+02:00</contact:crDate>

</contact:creData>

</resData>

<trID><clTRID>neka005#10-02-08at13:51:37</clTRID>

<svTRID>ccReg-0000000437</svTRID>

</trID>

</response>

</epp>

3.3. delete

Delete contact handle. Contact object can not be deleted if it has relations to other objects like domains or nssets.
3.3.1. Input fields
	Field name
	

	contact:id
	required


3.3.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><delete><contact:delete xmlns:contact="http://www.nic.cz/xml/epp/contact-1.6" xsi:schemaLocation="http://www.nic.cz/xml/epp/contact-1.6 contact-1.6.xsd"><contact:id>CID:TEST:10</contact:id>
</contact:delete>
</delete>
<clTRID>wgyn007#10-02-08at14:03:17</clTRID>
</command>
</epp>
3.3.3. Example response

<?xml version="1.0" encoding="UTF-8"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>
</result>
<trID><clTRID>wgyn007#10-02-08at14:03:17</clTRID>
<svTRID>ccReg-0000000444</svTRID>
</trID>
</response>
</epp>
3.4. info

Returns detailed information about a contact.

3.4.1. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><info><contact:info xmlns:contact="http://www.nic.cz/xml/epp/contact-1.6" xsi:schemaLocation="http://www.nic.cz/xml/epp/contact-1.6 contact-1.6.xsd"><contact:id>CID:TEST:1</contact:id></contact:info></info><clTRID>wgyn008#10-02-08at14:05:57</clTRID></command></epp>
3.4.2. Example response

<?xml version="1.0" encoding="UTF-8"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>
</result>
<resData><contact:infData xmlns:contact="http://www.nic.cz/xml/epp/contact-1.6" xsi:schemaLocation="http://www.nic.cz/xml/epp/contact-1.6 contact-1.6.xsd"><contact:id>CID:TEST:1</contact:id>
<contact:roid>C0000000006-EPP</contact:roid>
<contact:status s="linked">Has relation to other records in registry</contact:status>
<contact:postalInfo><contact:name>Uus nimi ajee</contact:name>
<contact:addr><contact:street>vrewgregre</contact:street>
<contact:city>Tallinn</contact:city>
<contact:pc>10613</contact:pc>
<contact:cc>EE</contact:cc>
</contact:addr>
</contact:postalInfo>
<contact:email>m.l@gmail.com</contact:email>
<contact:clID>margus</contact:clID>
<contact:crID>margus</contact:crID>
<contact:crDate>2010-01-21T19:08:10+02:00</contact:crDate>
<contact:upID>margus</contact:upID>
<contact:upDate>2010-01-22T18:45:29+02:00</contact:upDate>
<contact:authInfo>jUEI1F89</contact:authInfo>
<contact:disclose flag="0"/></contact:infData>
</resData>
<trID><clTRID>wgyn008#10-02-08at14:05:57</clTRID>
<svTRID>ccReg-0000000445</svTRID></trID>
</response>
</epp>
3.5. listContacts

Prepare a list of contacts of the registrar on the server. The list can be fetched with function getResults
3.5.1. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><extension><fred:extcommand xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.4.xsd"><fred:listContacts/><fred:clTRID>wgyn004#10-02-08at14:01:46</fred:clTRID>
</fred:extcommand>
</extension>
</epp>
3.5.2. Example response

<?xml version="1.0" encoding="UTF-8"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>
</result>
<resData><fred:infoResponse xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.3.xsd"><fred:count>12</fred:count>
</fred:infoResponse>
</resData>
<trID><clTRID>wgyn004#10-02-08at14:01:46</clTRID>
<svTRID>ccReg-0000000441</svTRID>
</trID>
</response>
</epp>
3.6. update

Update contact object. All domain and nsset objects will be updated as well.

3.6.1. Input fields

	Field name
	

	contact:id
	required

	contact:chg
	

	  contact:postInfo
	

	    contact:name
	

	    contact:org
	

	    contact:addr
	

	      contact:street
	

	      contact:city
	

	      contact:pc
	

	      contact:cc
	

	  contact:voice
	

	  contact:fax
	

	  contact:vat
	

	  contact:ident
	

	  contact:notifyEmail
	

	eis:legalDocument
	required


3.6.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><update><contact:update xmlns:contact="http://www.nic.cz/xml/epp/contact-1.6" xsi:schemaLocation="http://www.nic.cz/xml/epp/contact-1.6 contact-1.6.xsd">
<contact:id>CID:TEST:10</contact:id>
<contact:chg>
<contact:postalInfo>
<contact:addr>
<contact:street>Test Street New 2</contact:street>
<contact:city>New Test City</contact:city>
<contact:pc>12345</contact:pc>
<contact:cc>GB</contact:cc>
</contact:addr>
</contact:postalInfo>
<contact:voice>+372.5555555</contact:voice>
<contact:email>test@test.com</contact:email>
<contact:ident type="op">37812123456</contact:ident>
</contact:chg>
</contact:update>
</update>

<extension>

<eis:extdata xmlns:eis="urn:ee:eis:xml:epp:eis-1.0" xsi:schemaLocation="urn:ee:eis:xml:epp:eis-1.0 eis-1.0.xsd">

<eis:legalDocument type="ddoc">.... base64 encoded document ....</eis:legalDocument>

</eis:extdata >
</extension>
<clTRID>wgyn002#10-02-08at13:59:51</clTRID>
</command>
</epp>
3.6.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<trID><clTRID>wgyn002#10-02-08at13:59:51</clTRID>

<svTRID>ccReg-0000000439</svTRID>

</trID>

</response>

</epp>

3.7. Nameserver related functions

Name server object description
	nsset:id
	Identificatior for nameserver object. Must be in format NSSID:STRING:OID where STRING is current logged in registrar username and OID is a unique identificator freely chosen by registrar. A valid format would be „NSSID:TESTREGISTRAR:1“

	nsset:ns
	Container for nameserver information

	  nsset:name
	Nameserver name

	  nsset:addr
	Nameserver IP address

	nsset:tech
	Reference to technical contact


3.8. check

Check availability for a nsset identification.

3.8.1. Input fields

	Field name
	

	nsset:id
	mandatory, can be more than one


3.8.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><check><nsset:check xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:id>NSSID:TEST:1</nsset:id>

</nsset:check>

</check>

<clTRID>qspn005#10-02-08at14:25:17</clTRID>

</command>

</epp>

3.8.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully&lt;/msg>

</result>

<resData><nsset:chkData xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:cd><nsset:id avail="1">NSSID:TEST:1</nsset:id>

</nsset:cd>

</nsset:chkData>

</resData>

<trID><clTRID>qspn005#10-02-08at14:25:17</clTRID>

<svTRID>ccReg-0000000451</svTRID>

</trID>

</response>

</epp>

3.9. create

Create a new nameserver object

3.9.1. Input fields

	Field name
	

	nsset:id
	mandatory

	nsset:ns
	mandatory, at least 2 sets

	nsset:tech
	mandatory, at least 1

	nsset:authInfo
	optional

	nsset:reportlevel
	optional


3.9.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><create><nsset:create xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:id>NSSID:TEST:2</nsset:id>

<nsset:ns><nsset:name>test.com</nsset:name>

<nsset:addr>123.123.123.123</nsset:addr>

</nsset:ns>

<nsset:ns><nsset:name>ns2.test.com</nsset:name>

<nsset:addr>111.111.111.111</nsset:addr>

</nsset:ns>

<nsset:tech>test1</nsset:tech>

</nsset:create>

</create>

<clTRID>qspn006#10-02-08at14:28:04</clTRID>

</command>

</epp>

3.9.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><nsset:creData xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:id>NSSID:TEST:2</nsset:id>

<nsset:crDate>2010-02-08T16:27:22+02:00</nsset:crDate>

</nsset:creData>

</resData>

<trID><clTRID>qspn006#10-02-08at14:28:04</clTRID>

<svTRID>ccReg-0000000452</svTRID>

</trID>

</response>

</epp>

3.10. delete

Delete nameserver object. Can only be deleted if object does not have relations to other objects.

3.10.1. Input fields

	Field name
	

	nsset:id
	mandatory


3.10.2. Example request
<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><delete><nsset:delete xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:id>NSSID:TEST:2</nsset:id>

</nsset:delete>

</delete>

<clTRID>hpcv004#10-02-17at11:12:43</clTRID>

</command>

</epp>

3.10.3. Example response
<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<trID><clTRID>hpcv004#10-02-17at11:12:43</clTRID>

<svTRID>ccReg-0000000506</svTRID>

</trID>

</response>

</epp>

3.11. info
Returns intormation about existing nameserver object.

3.11.1. Input fields

	Field name
	

	nsset:id
	mandatory


3.11.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><info><nsset:info xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:id>NSSID:TEST:2</nsset:id>

</nsset:info>

</info>

<clTRID>qspn008#10-02-08at14:29:00</clTRID>

</command>

</epp>

3.11.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><nsset:infData xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:id>NSSID:TEST:2</nsset:id>

<nsset:roid>N0000000051-EPP</nsset:roid>

<nsset:status s="ok">Objekt is without restrictions</nsset:status>

<nsset:clID>margus</nsset:clID>

<nsset:crID>margus</nsset:crID>

<nsset:crDate>2010-02-08T16:27:22+02:00</nsset:crDate>

<nsset:authInfo>rfEqSdtI</nsset:authInfo>

<nsset:ns><nsset:name>test.com</nsset:name>

<nsset:addr>123.123.123.123</nsset:addr>

</nsset:ns>

<nsset:ns><nsset:name>ns2.test.com</nsset:name>

<nsset:addr>111.111.111.111</nsset:addr>

</nsset:ns>

<nsset:tech>TEST1</nsset:tech>

<nsset:reportlevel>3</nsset:reportlevel>

</nsset:infData>

</resData>

<trID><clTRID>qspn008#10-02-08at14:29:00</clTRID>

<svTRID>ccReg-0000000454</svTRID>

</trID>

</response>

</epp>

3.12. update

Updates nameserver object. Update has been divided into three sections. Depending on the section that is used, update can add, remove and/or change data all at once.

Input fields

	Field name
	

	nsset:id
	mandatory

	nsset:add
	container for adding new data

	  nsset:ns
	optional

	  nsset:tech
	optional

	nsset:rem
	container for removing data

	  nsset:name
	optional

	  nsset:tech
	Optional

	nsset:chg
	container for changing data

	  nsset:authInfo
	Optional

	  nsset:reportlevel
	Optional


3.12.1. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><update><nsset:update xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:id>NSSID:TEST:2</nsset:id>

<nsset:add><nsset:ns><nsset:name>ns3.test.com</nsset:name>

<nsset:addr>112.112.112.112</nsset:addr>

</nsset:ns>

<nsset:tech>margustech1</nsset:tech>

</nsset:add>

<nsset:rem><nsset:name>ns2.test.com</nsset:name>

<nsset:tech>test1</nsset:tech>

</nsset:rem>

</nsset:update>

</update>

<clTRID>anyp007#10-02-08at14:43:29</clTRID>

</command>

</epp>

3.12.2. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<trID><clTRID>anyp007#10-02-08at14:43:29</clTRID>

<svTRID>ccReg-0000000461</svTRID>

</trID>

</response>

</epp>

To only change a nameservers IP address following request can be used:
3.12.3. Example request
<?xml version="1.0" encoding="utf-8" standalone="no"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><update><nsset:update xmlns:nsset="http://www.nic.cz/xml/epp/nsset-1.2" xsi:schemaLocation="http://www.nic.cz/xml/epp/nsset-1.2 nsset-1.2.xsd"><nsset:id>nssid:epptest:1</nsset:id>
<nsset:add><nsset:ns><nsset:name>ns2.test.ee</nsset:name>
<nsset:addr>103.103.103.103</nsset:addr>
</nsset:ns>
</nsset:add>
<nsset:rem><nsset:name>ns2.test.ee</nsset:name>
</nsset:rem>
</nsset:update>
</update>
<clTRID>ffiq002#10-08-19at16:20:02</clTRID>
</command>
</epp>

3.12.4. Example response

<?xml version="1.0" encoding="UTF-8"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>
</result>
<trID><clTRID>ffiq002#10-08-19at16:20:02</clTRID>
<svTRID>ccReg-0000889597</svTRID>
</trID>
</response>
</epp>

3.13. listNssets

Prepares a list of nameserver objects on the server. To fetch the list, use getResults function.

3.13.1. Input fields

There are no input fields

3.13.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><extension><fred:extcommand xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.4.xsd"><fred:listNssets/><fred:clTRID>anyp008#10-02-08at14:43:56</fred:clTRID>

</fred:extcommand>

</extension>

</epp>

3.13.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><fred:infoResponse xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.3.xsd"><fred:count>3</fred:count>

</fred:infoResponse>

</resData>

<trID><clTRID>anyp008#10-02-08at14:43:56</clTRID>

<svTRID>ccReg-0000000462</svTRID>

</trID>

</response>

</epp>

3.14. transfer 
Transfer ownership of the nameserver object from one registrar to another.

3.14.1. Input fields

	Input fields
	

	nsset:id
	mandatory

	nsset:authInfo
	mandatory


3.15. sendAuthInfo 
Request authorization password for the nameserver object.

3.15.1. Input fields

	Input fields
	

	nsset:id
	mandatory


3.15.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp
xmlns="urn:ietf:params:xml:ns:epp-1.0"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0
epp-1.0.xsd"><extension><fred:extcommand
xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4"
xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4
fred-1.4.xsd"><fred:sendAuthInfo><domain:sendAuthInfo
xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4"
xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4
domain-1.4.xsd"><domain:name>test.ee</domain:name>
</domain:sendAuthInfo>
</fred:sendAuthInfo>
<fred:clTRID>uvuk005#10-06-16at18:41:11</fred:clTRID>
</fred:extcommand>
</extension>
</epp>

3.15.3. Example response

<?xml version="1.0" encoding="UTF-8"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0
epp-1.0.xsd"><response><result code="1000"><msg>Command completed
successfully</msg>
</result>
<trID><clTRID>uvuk005#10-06-16at18:41:11</clTRID>
<svTRID>ccReg-0000709698</svTRID>
</trID>
</response>
</epp>

4. Session related functions

Session related functions to log in, keep connection to server alive and fetch a list of results from the server.
4.1. Hello and greeting
Hello and greeting follow RFC 5730. Hello can be used to keep the connection alive.
4.1.1. Example hello

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><hello/></epp>
4.1.2. Example greeting
<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><hello/></epp>
Example response
<?xml version="1.0" encoding="UTF-8"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><greeting><svID>EPP server (DSDng)</svID>
<svDate>2010-02-08T16:11:38+02:00</svDate>
<svcMenu><version>1.0</version>
<lang>en</lang>
<lang>cs</lang>
<objURI>http://www.nic.cz/xml/epp/contact-1.6</objURI>
<objURI>http://www.nic.cz/xml/epp/domain-1.4</objURI>
<objURI>http://www.nic.cz/xml/epp/nsset-1.2</objURI>
<objURI>http://www.nic.cz/xml/epp/keyset-1.3</objURI>
<svcExtension><extURI>http://www.nic.cz/xml/epp/enumval-1.2</extURI>
</svcExtension>
</svcMenu>
<dcp><access><all/></access>
<statement><purpose><admin/><prov/></purpose>
<recipient><public/></recipient>
<retention><stated/></retention>
</statement>
</dcp>
</greeting>
</epp>
4.2. login

Login to server using username and password. If newPW field is provided, then password is changed.
4.2.1. Input fields
	Field name
	Field description

	clID
	username

	pw
	password

	newPW
	optional, new password upon password change operation

	options
	

	  version
	

	  lang
	

	svcs
	

	  objURI
	

	  svcExtension
	

	    extURI
	


4.2.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><login><clID>username goes here!!!</clID>

<pw>**************</pw>

<options><version>1.0</version>

<lang>en</lang>

</options>

<svcs><objURI>http://www.nic.cz/xml/epp/contact-1.6</objURI>

<objURI>http://www.nic.cz/xml/epp/nsset-1.2</objURI>

<objURI>http://www.nic.cz/xml/epp/domain-1.4</objURI>

<objURI>http://www.nic.cz/xml/epp/keyset-1.3</objURI>

<svcExtension><extURI>http://www.nic.cz/xml/epp/enumval-1.2</extURI>

</svcExtension>

</svcs>

</login>

<clTRID>wgyn001#10-02-08at13:58:06</clTRID>

</command>

</epp>

4.2.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<trID><clTRID>wgyn001#10-02-08at13:58:06</clTRID>

<svTRID>ccReg-0000000438</svTRID>

</trID>

</response>

</epp>

4.3. logout

Close the connection to server.
4.4. getResults

Fetch a list of results available on the server. The list is prepared by different type of listing function described in this document.
4.4.1. Example request
<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><extension><fred:extcommand xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.4.xsd"><fred:getResults/><fred:clTRID>anyp006#10-02-08at14:42:58</fred:clTRID>
</fred:extcommand>
</extension>
</epp>
4.4.2. Example response

<?xml version="1.0" encoding="UTF-8"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>
</result>
<resData><fred:resultsList xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.3.xsd"><fred:item> CID:TESTREGISTRAR:5</fred:item>
<fred:item>CID:TESTREGISTRAR:1</fred:item>
<fred:item> CID:TESTREGISTRAR :2</fred:item>
<fred:item> CID:TESTREGISTRAR :3</fred:item>
<fred:item> CID:TESTREGISTRAR :4</fred:item>
<fred:item> CID:TESTREGISTRAR:TECH1</fred:item>
<fred:item> CID:TESTREGISTRAR:TECH2</fred:item>
<fred:item> CID:TESTREGISTRAR:TECH4</fred:item>
</fred:resultsList>
</resData>
<trID><clTRID>anyp006#10-02-08at14:42:58</clTRID>
<svTRID>ccReg-0000000460</svTRID>
</trID>
</response>
</epp>
4.5. poll
Poll command is used to discover and retrieve service messages. Poll command can be used to fetch/erase current items in poll queue. 
4.5.1. Input fields
	Field name
	Field description

	op
	Operation type(req, ack), required

	msgID
	Message ID, required with ack

	cltrid
	Client transaction ID, optional


4.5.2. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><poll op="req"/><clTRID>wezo007#10-09-14at16:59:27</clTRID>

</command>

</epp>

4.5.3. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1301"><msg>Command completed successfully; ack to dequeue</msg>

</result>

<msgQ count="1" id="2742"><qDate>2010-09-14T16:51:22+03:00</qDate>

<msg><domain:trnData xmlns:domain="http://www.nic.cz/xml/epp/domain-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/domain-1.4 domain-1.4.xsd"><domain:name>domeeninimi.ee</domain:name>

<domain:trDate>2010-09-14</domain:trDate>

<domain:clID>eedirect</domain:clID>

</domain:trnData>

</msg>

</msgQ>

<trID><clTRID>wezo007#10-09-14at16:59:27</clTRID>

<svTRID>ccReg-0001320526</svTRID>

</trID>

</response>

</epp>

To see next message in queue the current one must first be erased. To erase a poll from queue the following command example can be used:

4.5.4. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><command><poll msgID="2742" op="ack"/><clTRID>cfwo002#10-09-14at17:19:10</clTRID>

</command>

</epp>

4.5.5. Example response

<?xml version="1.0" encoding="UTF-8"?>

<epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1300"><msg>Command completed successfully; no messages</msg>

</result>

<trID><clTRID>cfwo002#10-09-14at17:19:10</clTRID>

<svTRID>ccReg-0001320652</svTRID>

</trID>

</response>

</epp>

4.6. credit info

Credit info command displays current credit remaining per zone for respectable registrar.

4.6.1. Example request

<?xml version="1.0" encoding="utf-8" standalone="no"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><extension><fred:extcommand xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.4.xsd"><fred:creditInfo/><fred:clTRID>nagf003#10-09-24at15:02:30</fred:clTRID>

</fred:extcommand>

</extension>

</epp>

4.6.2. Example response
<?xml version="1.0" encoding="UTF-8"?><epp xmlns="urn:ietf:params:xml:ns:epp-1.0" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"><response><result code="1000"><msg>Command completed successfully</msg>

</result>

<resData><fred:resCreditInfo xmlns:fred="http://www.nic.cz/xml/epp/fred-1.4" xsi:schemaLocation="http://www.nic.cz/xml/epp/fred-1.4 fred-1.3.xsd">

<fred:zoneCredit><fred:zone>ee</fred:zone>

<fred:credit>2316.00</fred:credit>

</fred:zoneCredit>

<fred:zoneCredit><fred:zone>.med.ee</fred:zone>

<fred:credit>875.00</fred:credit>

</fred:zoneCredit>

<fred:zoneCredit><fred:zone>.fie.ee</fred:zone>

<fred:credit>300.00</fred:credit>

</fred:zoneCredit>

<fred:zoneCredit><fred:zone>.com.ee</fred:zone>

<fred:credit>300.00</fred:credit>

</fred:zoneCredit>

<fred:zoneCredit><fred:zone>.pri.ee</fred:zone>

<fred:credit>15.00</fred:credit>

</fred:zoneCredit>

</fred:resCreditInfo>

</resData>

<trID><clTRID>nagf003#10-09-24at15:02:30</clTRID>

<svTRID>ccReg-0001465624</svTRID>

</trID>

</response>

</epp>
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